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This is a standard provincial policy that can only be changed with the approval of all service
delivery organizations (Bill 5/PHIA Amendment Act Steering Committee).

Policy Statement

In compliance with provincial legislation and Manitoba Health Seniors and Active Living
(MHSAL) Personal Health Information Disclosure Due to Risk of Serious Harm Policy all
Trustees/Health professionals follow the processes outlined for the determination, disclosure
and documentation of an individual’s personal health information related to the risk for serious
harm to an individual and/or public safety.

Clinical documentation of risk assessment and disclosure shall capture the care provided
(including discussions), the plan of care, and discharge safety needs of the individual and/or
others.

Background

In 2019, amendments made to The Mental Health Act (MHA) and The Personal Health
Information Act (PHIA) revised the threshold for disclosure of personal health information (PHI)
without consent to protect patient or public safety from “serious and immediate threat to
health or safety” to “risk of serious harm.” These amendments do not alter or revise any other
legislation related to required disclosure (indicated in alternate legislation) or disclosure related
to minors.

This disclosure is permissive and discretionary, not obligatory. It provides the opportunity for
trustees/health professionals to disclose PHI in situations where in the past; they would have
been unable to do so. The legislative changes require change in practice, policies and guidance
are required to reflect this and assist trustees/health professionals in recognizing the impact on
their practice.
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1. PURPOSE

1.1. That individuals seeking health related services are encouraged and supported to
provide consent to disclose PHI when there is an assessed risk of serious harm to the
individual and/or public safety.

1.2. To provide trustees/health professionals guidance in situations where a risk of serious
harm has been identified through assessment and the individual does not consent to
the disclosure of relevant PHI to mitigate this risk.

1.3. The Psychiatric Medical Director of the Psychiatric Facility under the Mental Health Act
may be the trustee/health professional disclosing.

1.4. To support and enable appropriate, timely disclosure of PHI without consent when
necessary to lessen the risk of serious harm to an individual and/or public safety.

1.5. To reinforce the importance and necessity of trustees/health professionals to
document all discussions, assessments and actions undertaken related to an
individual’s risk of serious harm.

2. DEFINITIONS

Clinical Determination: A conclusion reached by a trustee/health professional regarding
an individual resultant from a clinical assessment, used as the basis for a clinical decision
to disclose PHI.

Disclosure: For the purpose of this policy refers to the release of Personal Health
Information (PHI) to any person based on a clinical determination that the release is
necessary to prevent or lessen a risk of serious harm to an adult person or to prevent or
lessen a risk of harm to the health and safety of a minor, and to lessen or prevent risk of
serious harm to the public.

Documentation of Disclosure: Written information prepared by trustees/health
professionals maintained on an individual’s permanent record regarding any release of
information which occurred in response to a reasonable belief of a risk of serious harm
to an adult person, to the public or a risk of harm to a minor.

Documentation of Risk Assessment: Written information prepared by trustees/health
professionals maintained on an individual’s permanent health record regarding
assessment completed to inform the decision to release PHI.

Care Team: Comprised of more than one interdisciplinary care provider which may
include health professionals who participate in or are engaged in the care of the

individual and determine collectively decisions related to disclosure.

Health Professional: A person licensed or registered to provide health care under an
Act of the Legislature.

Individual: For the purpose of this policy an individual includes any
patient/resident/client receiving health care services.
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Natural Support: For the purpose of this policy natural supports refers to a person
(family member, friend, significant other etc.) who plays a significant role in offering
support to an individual. A natural support is not necessarily a part of the formal support
system and is not remunerated for offering support. This may include persons from a
broad network of social support, (e.g. friends, clergy etc.) and is defined by the individual
(MB Health 2007). Natural supports may or may not be the same as the individual’s
identified Next of Kin.

Personal Health Information (PHI): As defined in PHIA, means recorded
information about an identifiable individual that relates to:

a) theindividual's health, or health care history, including genetic
information about the individual,

b) the provision of health care to the individual, or

c) payment for health care provided to the individual, and includes

d) the PHIN and any other identifying number, symbol or particular
assigned to an individual, and

e) any identifying information about the individual that is collected in the
course of, and is incidental to, the provision of health care or payment for
health care.

Risk Assessment: The process undertaken to determine the need for disclosure of PHI to
inform clinical action and treatment in response to a reasonable belief of a risk of
serious harm, which may result in a further disclosure of PHI to mitigate risk of serious
harm post discharge from care.

Risk Formulation: A meaningful statement about the nature of the risk as it relates to a
particular individual at a particular time. In formulating, the trustee/health professional
endeavors to make a statement identifying the type of risk, the situations in which the
risk might occur, and the role of protective factors as well as risk factors that may impact
both positively and negatively on the nature of the risk. (Allnutt et al., 2010).

Serious Harm: Any hurt or injury, whether physical or psychological, that interferes in a
substantial way with the physical or psychological integrity, health or well-being of a
person(s), as determined based on the clinical judgement of the trustee/health
professional.

Trustee: Means a health care facility, public body, Regional Health Authority
(RHA)/Service Delivery Organization (SDO) i.e. Shared Health, Addiction Foundation of
Manitoba, Cancer Care Manitoba (as well as their employed staff) and regulated health
professionals that collect or maintain personal health information.
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GUIDING PRINCIPLES:
= Anindividual’s consent to disclose PHI remains best practice. PHI belongs to the
individual and trustees are entrusted to use it appropriately.

= Determination of risk must not remove an individual’s basic rights and dignity to
determine their own lifestyle choices and acceptable personal risks.

=  Self-determination and personal autonomy are integral principles of personal
recovery.

= Discussions to build natural supports and preferred contacts into the individual’s
profile should be asked for and be part of every episode of care.

= Trustees/health professionals do not disclose PHI without consent where consent
could reasonably have been obtained; unless there is specific care or safety related
reasons not to do so. Attempts must be made to contact the individual prior to
disclosure without consent.

= The individual has a right to know if a disclosure of PHI has been made without their
consent. Disclosure to the individual regarding what information was shared, to
whom and the why occurs at the earliest opportunity.

= Collaborative decision: When risk is not immediate, the determination to disclose PHI
without consent in order to lessen risk of serious harm is reviewed by at least two
trustees/health professionals within the interdisciplinary care team.

= Consultation is an expectation for trustees/health professionals in the provision of
person-centered care.

= The decision to disclose PHI is clearly determined based on the individual’s needs
and best interests. Disclosure is never considered solely or principally from the
perspective of risk mitigation to the health professional.

= Trustees/health professionals need to consider accountability to the person to whom
the PHI was disclosed. The person disclosed to may reasonably experience impacts of
their own based on the information of risk to the individual. Trustees/health
professionals must carefully balance their authority to disclose PHI against other
factors such as potential risks to the person receiving the information.

= |f disclosing PHI, the trustee/health professional ensures it is meaningful information
disclosed to the person receiving it. Avoid the use of technical wording or acronymes,
use plain language. Confirm that the person understands the information and has
the resources and capacity to mitigate the risk of harm. The trustee/health
professional disclosing the information must be someone who can answer questions
and facilitate follow-up as necessary.
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=  PHIA requires disclosure to be limited to the minimum amount of information
necessary to accomplish the purpose for which it is used or disclosed.
Trustees/health professionals must balance the minimum amount to be disclosed
with the desire engaged natural supports may have for more information.

= Once the risk has passed, the disclosure of further PHI without consent is no longer
authorized.

PROCEDURE/RESPONSIBILITIES

For individuals in a psychiatric facility, the medical director has the discretionary
authority to disclose PHI without consent. Trustees/health professionals complete
assessments of individuals receiving services. These assessments are ongoing and
dynamic in nature and part of regular service provision. If during this assessment
process, a trustee/health professional identifies a ‘risk of serious harm’ to an individual
and/or public safety the Personal Health Information (PHI) Disclosure Due to Risk of
Serious Harm Algorithm (Appendix A) may be utilized which outlines the steps below to
be taken:

1. Complete an assessment identifying potential risks for serious harm. From this risk
assessment, formulate a meaningful statement about the nature of the risk as it
relates to this particular individual at this particular time. Document the assessment.

2. Obtain information regarding natural supports from the individual. They are the best
source to identify their support system and who should be involved as part of their
care team.

3. Request and document consent from the individual to disclose information with the
natural supports or other agencies as determined or required by assessment.

4. ldentify the requested information to be disclosed. Discuss with the individual what
information would be disclosed and the benefits, purpose and risks of disclosure.

5. If consent is provided, ensure subsequent planning/risk mitigation involves the
individual, their natural supports and other care team members, as required.

6. If consent is not obtainable, consider the need to disclose PHI without consent. Any
disclosure without consent must be person-centered and identify the rationale for
the disclosure. If an individual’s capacity is a concern follow RHA/SDO
policies/procedures on determining capacity.

7. Prior to disclosure, wherever possible; the trustee/health professional who has
completed the assessment discusses and confirms necessity of disclosure against the

individual’s consent with another care team member.

8. If consultation did not occur document rationale in individual’s health record.
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9. Disclosure of PHI (with or without consent) must be limited to the minimum amount
required/needed to know, to lessen the risk of serious harm.

10. Prior to disclosure of PHI, determine through discussion if the natural support is in
agreement to accept the disclosure of PHI and is able to assist in the
care/management of the individual’s risk.

11. The individual is advised that their PHI has been disclosed as soon as it safe to do so
and includes what information was shared, to whom and why. If it is not safe to
inform the individual of the disclosure, document the reason(s).

12. Once a risk of serious harm has been identified and decision related to disclosure
determined, a plan to mitigate the risk of serious harm must be developed.

13. The plan to mitigate risk of serious harm is developed collaboratively with the
individual and the natural supports (whenever possible).

14. It is the responsibility of the care team to ensure that the plan to mitigate risks is
reasonable and within the scope of practice of all those involved.

15. It is necessary to ensure that resources/information have been provided to those
involved to support the risk mitigation plan (natural supports, care providers) including
the importance of reassessment for the ongoing risk.

DOCUMENTATION:

1. The disclosure of PHI is documented in the individual’s health record by the
trustee/health professional who made the disclosure.

2. Documentation includes the following:
a. Adescription of the identified risk of serious harm and how the risk was
identified from the clinical assessment.
b. A statement concerning the rationale for disclosure.
Discussion with the individual regarding the benefits of disclosure of PHI.
d. Agreement or not pertaining to consent i.e. whether the individual provided
consent or not for the PHI disclosure.
e. Consultation that occurred in order to make the determination to disclose
without consent and with whom this occurred.
If consultation did not occur, the reason for not consulting.
Who received the PHI, and when and how they received the PHI.
A description of the PHI disclosed.
The plan created to mitigate the identified risk for serious harm
Who is involved in implementing the risk mitigation plan
Any additional interventions or plans for follow-up with the individual and
natural supports.

e
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SUPPORTING DOCUMENTS:
CLI.4110.PL.016.SD.01 Personal Health Information (PHI) Disclosure Due to Risk of
Serious Harm Algorithm
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